
Protect Yourself from Wire Transfer Fraud during Real Estate Closings

ATTENTION

When you're closing on a new home, it's an exciting time full of anticipation and preparation. 

However, scammers can try to take advantage of the situation by sending false wire transfer 

instructions, putting your closing funds at risk. To help you avoid falling victim to this type of fraud, 

we've compiled a simple guide with three easy steps you can take to protect yourself.

Step 1: Verify Wire Transfer Instructions with Your Escrow
Company

Always call your escrow company directly to verify any wire
transfer instructions you receive, no matter how authentic they

may appear. Scammers can create fraudulent emails, phone
calls, or text messages that may look like they came from your

escrow company, but in reality, they're trying to divert your
closing funds to their account.




Step 2: Wire a Small Test Amount
Before sending the full amount, wire a small test amount of no more than 

$50 to confirm the legitimacy of the instructions. 
This can help you avoid losing the entire sum of money to scammers. 

If the address is fraudulent, you may not be able 
to recover the stolen funds.




Step 3: Confirm with Your Escrow Company
Once you've sent the test amount, confirm with your escrow company 

that they've received it at the exact wire address. This step ensures that the
funds have gone to the intended recipient, and the 

closing can proceed as planned. After the confirmation, you can wire the
remaining funds to the same account.




Ta k i n g  t h e s e  s i m p l e  p re ca u t i o n s  ca n  h el p  yo u  avo i d  f a l l i n g  v i c t i m  t o  w i re  t ra n s f e r  f ra u d  a n d  p ro t e c t  yo u r  i nve s t m e n t  i n  yo u r  

re a l  e s t a t e  t ra n s a c t i o n . Dow n l o a d  a n d  s h a re  t h i s  g u i d e  w i t h  yo u r  f a m i l y  a n d  f r i e n d s, s o  t h e y  ca n  a l s o  p ro t e c t  t h e m s el ve s  

f ro m  w i re  t ra n s f e r  f ra u d  d u r i n g  re a l  e s t a t e  cl o s i n g s. Re m e m b e r, s t ay i n g  a l e r t  a n d  f o l l ow i n g  t h e s e  s t e p s  ca n  h el p  yo u  f o c u s  

o n  t h e  e xc i t e m e n t  o f  yo u r  n e w  h o m e  w i t h o u t  wo r r y i n g  a b o u t  f ra u d u l e n t  a c t i v i t y.


